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Counterpane Systems ETifaéoeTaraay é0eT1o16ed1a Counterpane Systems 279
critical branching process gdeoe+aneeé adoaynieény TaToanm 259
critical noise probability édeoe-anéay aagTyoTTiol @éia 103
cross-correlation function 001608y 68ThN-ETodaEy0ee 84,127
Crypto AG E3eToT AA, 83&T0TOd14 2,4,50
cryptoanaysis éoeroTaiaéeg 1
cryptogram éoeroradaiia 1
cryptography €0eroracadey 1
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cryptology 60eToTéTaey 1

cyclic code Oééeé+aneeé éta 90

De Bruijn function 061éoey Ad Adpera 110

De Bruijn property faTenoaT Ad Adpeia 27

De Bruijn sequence TTREaATAA0aEUTTIOU Ad Adpeia 27,50,252
degenerate initial loading a00TxaaTITA Ta+a8UTTA carTeraied 234
deletion rate noarafi 6aagaieé 197,201
dense polynomial TETOTOE TTéei T 33
[d,K]-self-decimation generator 331402070 [d,K]-aiTona+aiey 161
decimation of sequence Ond+afea TTneaaTaacaenimoe 154,190
DES (Data Encryption Standard) aednoeon 4ér+11ar sedaoraaiey DES 2,173
difference decimation sequence TTREAATAA0GEUTTAOU BagTTR0Aé Ona-+aiey 157
difference set 1 1T2AM04T daciTnoaé 132
differentia cryptanalysis 460040a108acITEé édeToTaTaces 297
Diffie's randomized cipher dafatiecestaaiité gedd Aedoe 330
digital signal processor (DSP) AraoeacecedTaal 10é ToTOANMITO DSP 272
directed acyclic word graph TaT8a86ATT0é a0eéee+anéeé 4030 NETA 64
direct matching algorithm A6ATOe0T TATTAOAAN0AAT TTAT ATT0AA0M0ASY 197
discrepancy dandTeadied 65
distance between functions BanfioTyTed T1aza0 00Téveyie 129
divide-and-conquer attack a0aéa "dacadeyé-e-anésnaaé” 80,85
D-transform D-TddTadactaaiea 225
e-bias distribution e-TatIAT1Ta daiTddadeaiea 176
Elementrix Technologies Yéaiaiooeen 0aeiTeTazes, 6&dia 334
embedding attack a0aéa afodacaaieal 196
equidistant set yéagaenoarorta 11Taanoat 114
error-free information set NaTaTaiTa 10 ToeaTé e1oT01a0eTI1Ta 11-aT 103
evolution program yaTépoetiiay Totadaiia 306
exhaustive search 0T0a6lT0é TadaaTd 81,162,178
fast correlation attack a0nosay eTo0aey0eTi Tay avaéa 81,86
fast resetting a0noday Tadacaasdocea 97
feedback clock control NATTOTAAACATEA A3eeaTeadl TO TadaoiTé nayce 154
feedback integer 036TA +eNET Tadao TTé nayce 210,231
feedback polynom TTEeiTI TadaoiTé nayce 26
feedback shift-register 38AEN00 Naaeaa fi TAda0 16 fayoup 25
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feedback shift-register with carry dAaeh00 4aeda i TadOTTé Rayclp fi Tracaneaé 209
operation, FCSR Tadaitria, DBNIN1

Fibonacci register d4aeniod OearTia++e 29
Fibonacci sequence TTfeaaTAa0880 TTHOU ORATTa++e 181
filter generator OeeliodopIeé 3314801 69-77
finite state machine Tagéiaf éTTa=T0T +eneT1 ATAoTyTéé 57
Fish (algorithm) aédroeol gedoTaaiey Fish 180
fitness function 006Té0ey fiTToadonoaey 306
forward clock control 0152364 TEA 438RATEAT (4e0ai e AB0ATAT 344e062) 154
free energy minimisation Teféiecaoey naTataiteé yiasaee 97
frequency test +afoToT(é 040 38
Fourier transform rodTadacTaared Oodia 51,175
full adder TTé10é idT 1a0T0, AGT 1a010 fi 3 adTaaie 231
full positive difference set TTETTA 1 1T2AM0AT TTETRE0461T00 dacTTR0AE 114
Galois register d4aenod Aagoa 29,32
GCHQ (Government Communications ~ DETN (B0aa-84a0080a T04ae08E(M0AATTTE 259
Head-Quarter) nayce Adeeétaseoaiee)

Geffe generator 441402070 A4O6A 81,245
generating function ToTecatayuiay 646ieoey 225
generator matrix TT0Tedapuay 1a00e0a 89
generator polynomial TToTeaaplieé 1 TaT+ear 90
genetic algorithm aaTaoe+anéeé agaroeoi 302,306
geometric sequence 33TT1a00e+-aneay TTREAATAA0AEUTTAOU 50,79
Gifford generator 481402070 Ae6OTAAA 256
GOAL (agorithm) 838TOTa84TAe01 GOAL 277
Golomb postul ates ITN008a00 ATETT 42 36
Gretag AG Ad403a AA, e3eT0TORITA 2,86
GSM (Group Specia Mobile) nefocata 1Taeelimé nayce GSM 257
Hadamard matrix adaiadTaa 1aooeoda 54,143
Hadamard product A33Ta0TaT ToTecadaanea 60
Hamming code 6Ta Oyiiera 91

Hamming distance

86,89,120,143

Hamming weight

52,79,89,123,143

historical work characteristic (of cipher) — éfioToe+anéay dadi+ay 6adaéoadenoeéa (@edda) 15

IA (generator) 331482010 |A 280
IBAA (generator) 331402010 IBAA 281
idedlly secure cryptosystem £a3a8UTT NoTéeay weddiencdla 512,15
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IBM Ag-Ae-Y1, 6edia 160,263
information set e1OTOT1a0eTiTTa 11 Taaf0aT 103
information vector e10To1a0eTTT10é 40T 91
initialization vector 286078 efeoeaeecadee 293
inner product generator 331202010 NéaeysTTaT Tadal ITeafey 249
interlacing 140416304163 (TTREaaTAA0aEUTT0AE) 154,160
interleaving 16Theagaaned (TTneaaTaandciimioaé) 154,160
interleaved sequence I8TRETAT Tay TTREaATAA0AGUTTROU 185
intersection coefficient eTy00e0eaT0 Tadana-+aiey 114
intractability hypothesis aéTT0dca T 1adacdameiTiioe 319
inverse attack efadoneTifay acaéa 113
iterative probabilistic decoding €030a0ETT IT-A45Ty0T TR0 TTa adéTaedTaared 94
ISAAC (generator) 331482010 ISAAC 280
Jennings generator 347302010 Axdiiefania 247
Kerckhoffs' assumption aTTonaTed E40e6TO0MA 1
keystream 2e030P LIy TTHEAATAA0AE0 T Tr0U 3
keystream generator 337402076 da110 3
Khufu éoeroraearoeoi Khufu (4€r1+iae) 264
knapsack generator daf6aaté 4a1asaoto 254
Kronecker product 86TTa6a0TANETA TOTecAdaaTed 143
known-ciphertext attack acaéa fi ecadnoTa1 @e0d0aenoTT 1
known-plaintext attack a0aéa i ecadnoTal ToEdGoaT 0AGAoTT 1
lagged Fibonacci generator caracataaprieé 3a1adaoTd OeatTia++e 180
Lempel-Ziv complexity RéTee TTHOU EAT Taa-Ceda 64
Levenshtein distance danfoTyTed Edddi@odéia 193
L FSR-sequence PNETN-TTiE&4Ta20860 T TR0 27
linear complexity geTaéiay ieTe TTNOU (TTREAATAA0AEUTTROR) 26,43
linear complexity profile 15TOSE( eeTaETTE ETRi TS 56
linear complexity profile test 0aM0 Ta TOTOSEN & TAETTE METeTTOS 57
linear congruential generator (LCG) 8eT46T0E eTTA00YT0T (¢ 441404070 (EEA) 4,16,20
linear feedback shift register (LFSR) 03aeM00 1aagAA N BRTAETTe Ta0a0116 hayelp 4,24-34,
(ORETN)
linear function gefaéiay 601e6ey 122,143
linear cryptanalysis geTaéiné eseroTaiaceg 300
linear recurrence sequence geTaéiay 0aeoddaToTay TTAEAATAA0AEI TTAOU 25

linear sequential circuit approximation

(LSCA)

ATTOTENe 1208y B8 TA6 116 TTHEAATAR0AEUTTE
fiodite (AETN)

192,201,224,300
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linear span eeT1aéiaé daciao 26,43
linear structure function 00Te0EY 6eTAETTE M080R00BTE 131
local randomization ETeaélTay darariecavey 13
lock-in effect yOOA80 caredaiey 160,163
look-up table TOTATTOOTAay 0adéeda 339
[-sequence [-TTREAATAA0AEH TTTiOU 211,240
Maple Ta04T1a0e+anéeé ToTadal 1 10é Taéao Maple 241
Maurer's randomized cipher dataTiecedTaaiiué @edd 1aodada 332
maximal period generator 3374020TO TaéneTaéuTTaT TadeTaa 16
maximum order complexity feTeeTTROU TaéNeTadliTaT TToyaéa 64
MD?5 (hash-algorithm) aedroeol dywedraaiey MD5 264
meet-in-the-middle attack a0aéa "anoda+a TThadaaed” 104,259,290
Mersenne exponent yerrTiaioa Naonaiia 273
Metropolis algorithm agaToeoT T aooTiTeena 303
m-sequence M-TTAEAATAA0AEU TTROU 27,70
m-sequence cascade ganéaa m-TTnéaaTaanacliTnoaé 159
multiplexer generator 1066108 TEA8TE-33Ta820T 247,290,296
National Security Agency (NSA) AZATOM0AT Ta0STTaeUTTé AdcTTaniThioe NA 34,132
next bit test (predictor) 080 NEAA0P LIAAT aeoa (T8aAnéacadéu) 320
nonlinearity T3ce1aé 1ot 143
non-uniform decimation 740281 T1a01Ta 6fid+aied 155
objective function 0363aay 661e6ey 302
Omnisec AG Tiiefae AA, 8se1oToesia 2,39,317
one-time pad Tartoagtaié aai 1-aénéeino 3,13
on-line algorithm "Ti-6aéiTadé" aganoeoi 65
orthogonal code TO0TaTTa8UTOé éTa 90
ORY X (algorithm) 832TOTa83T3801 ORY X 278
Pari Ta04Ta0e+anééé ToTadal 1 10é Taéao Pari 241
parity check T8TAd08a ~aoTTioe 82
parity-check matrix 1308&0a ToTaa0ée +a0iTioe 90
parity-check polynomial 1 TTAT+6AT ToTAd0Ee +a0TThoe 90
Parseval equation 68aaTaTed Tadnaaasy 120
partial joint probability +afoé+Tay ATatanofay aadTyoTThol 199
perfect generator Taddeai 10é 4a71ada0To 319,321
perfectly secure cryptosystem Tadd@al T oTééay @eddiencdla 34,12
perfect nonlinear function Tadd@aifay Taeeiaéiay 661e6ey 120,131
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period of register TadeTa daaefoda 25
period of sequence TadeTa TTheadTaacaelimnoe 25,57
Philips Crypto OeéeTi E3eT0T, 868T0TORdTA 55,64,268
PIKE (algorithm) @0eToTaedroeoi PIKE 276
plaintext T068000€é 0aéfio 1
Pless generator 4a130a0Td Teanna 81,246
pn-sequence, (pseudo-noise ...) TO-1TeaaTaa0860TT00, (1HdaaT-g01Taay ...) 36
positive difference set 1 TTRaN0AT TTETE036UTA0 dagiTHoaé 115
POTP (Power One Time Pad) "TTOITa TATTOACTATA 421 1€0TAaTed" 319,334
practical security rdaéoe+afiéay fioTéeThol 15
predictor (next bit test) Tdaanéacacael (0ano feaadptidat aeoa) 320
primitive polynom ToeT1e0earaé 1imar+eai 27
probabilistic constrained edit distance a4a01yoi oI Ta dafiioTy 1ed Tadare+arivar 191
(PCED) daaacoedtaaiey (ADTD)
propagation criterion of degree k gdeoaseé danrdThodararey noaraie k 121,142
pseudo-random function family NATaEN0AT TRAAATREG+aéT (10 OO Teveé 263
pseudo-random sequence ThaaaTned+aé ray TTReaaTaacaeuiTiod 3
pseudo-random sequence generator a3 iééoé(‘)Té '|;ﬁééé’|‘ﬁéé+aé ité 3

I TeadTaaoaenimnoe
public key cryptosystem geddienodia i ToedtotT eep=T1 2
quadratic residue generator 331402070 é4aadaoe+T1006 a0+a0Ta 327
quadratic span gaagoace~10é oaciad 64
R® Security Engineering ETTAE0E TATAAY @O&TOTORdTA R Security Engineering 4
Racal Comsec pyéée ETiae, e0eroToedia 307
randomized cipher darariécedraariaé @edo 318
randomizer oaiariecaoto 6,318,329
RC2 (agorithm) BOET0Ta64TOR01 RC2 (A6T1+1016) 260
RC4 (agorithm) 80ET0Ta84TOR01 RCA 260
regular clocking and no memory nGATa aac Ta1yoe i GadiTIadTal adexaiedl 69
regular decimation 82aiT1401Ta 6Na+aTed (TTNeaaTaa0deliTnoe) 155
repetition test 0870 T2 TTA0TOATEY 41
resilient function yéanoe+iay 661eoey 121,150
resynchronization dane 16T Tecaney 258,292
reversion attack 84a40NeTT fay acaéa 259
ripple adder AOT TA0TO AT AGATCTOT TadaTTATE 231
Rip van Winkle cipher 2e00 "DeT aat Aeresl” 331
root presence test 0afi0 Ta TAeNG0M0Aea ETaTY 73
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RSA (algorithm) a8aToe0l RSA 322
RSA generator 331402076 RSA 326
running key generator 337402078 da110 3
run test 0afio fiddeé 39
sampled sequence fiyl TéedTaaT Tay (A0ATOT+1ay) TTAEAATAR0ABITTAOU 190
S-box 0346804 calai 0 (S-arén) 260,267,274
Schnorr generator 441302010 D 1T16da 13
scrambler nésy 1 aead 9
SEAL (algorithm) BOETOTaeATOR0T SEAL 263
secret key naéaaoiié éep+ 1
secret key cryptosystem geddiencdia i NaédaoTaT eep+Ti 2
Secure Hash Algorithm (SHA) agdroeol dywéoraaiey SHA 265,277
self-shrinking generator naiTheeiaplieé 431a0a0Td 162,184
self-synchronizing cipher naTTRE 1601 1egeddp uigény @edd 7,8,284
semi-infinite sequence TTEOAANET Ta+Tay TTNEAATAA0AEUTTROU 42
serial test TTREaATAA0&EUTOE 0410 38
sequence of function TTREAATAA0AEUTTOU OOTé0EE 122,143
Shamir's generator 441302010 Daieda 322
shrinking generator NeeTapueé 4a1adaoTo 154,160,173
shrunk polynomial fi,ead0é TTeei T 201
Siemens AG Neiaii AA, 6edia 180
simulated annealing AET 6BY0Td Toaeda (a6aT0e01) 302
singular device neTao&ya1T1a ONoSTENOAT 161
sliding window néTelcyCiad Tert 103
span daciad (TTHeaaTaaoacluiTmoe) 43
sparse polynomial 16T032aTT0é TTESTT 33
spectral radius ATaéodaeiité daaedn 139
stage y+a4é6a daaenoda, NOOTaTl éanéasa 32
state ATAOTY Tea (a40T1a0a) 57,231
statistical test fioadefioe+aneeé 0ano 321
"Step ' -Cascade " 3 -CANCAATA 164
step-once-twice generator 441302070 Taei-ada-@ada 156
stop-and-go generator 331402010 AOTT-aTad034 156
stream cipher 1T10T+10é edd 2
strict avalanche criterion, SAC fiodTaee eaaerine eseodseé, NEE 121,141
substitution probability a48TyoTTriol catara 199
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suffix tree

64,66

summation combiner

65,128,213,253

switch controlled feedback shift register

0adeniod faaeda fi ETT 16080631 T TadaoiTé

270

Sylvester-Hadamard matrix El?{)?et?)a Ne&iuaanoda-Aaai ada 143
symmetric cipher fe11a00e+10é @edd 2
synchronization loss TT048y e To8Tiecanee 292
synchronous cipher NeTooTi10é @edd 7

taps 0T+é¢ AGaTa, ToaTad 25,174
template DAAETT 177
theoretical security 03TdA0+aMeay ROTEETROl 14
threshold generator TT6TaTA0¢ 447202010 248
total correlation i1 1adiay ETOdaEyOey 126,127
truncated congruential generator Ona+ar10é eTTasoyioiié 4a1adaoTo 20

truth table of function Oaaeeoda efioeTiTnoe 6oTédee 122,143
Turing-Kolmogorov complexity fieTe ol Olpde 14a-ETé1 TaToTaa 318
Turing machine Tageia Oupdeiaa 318
unconditionally secure cryptosystem AacOneTalT noTééay @eddnencdla 12
unicity distance danfoTyTead daefnoaaf 1Thoe 12
uniform decimation daalT1adiTa ofa+area 155
uniformity test 0afi0 GaATTaddTyoi TS 38
universal test 6Teaadnaeuiaé oano 39
variable connections 1404141 104 0T+ée fldia (833efi0da) 174
Vernam cipher 2e00d Addiaia 3,10,13
WAKE (algorithm) 838TOTA84T801 WAKE 275
Walsh-Hadamard matrix 100863 OTéga-Asaiada 143
Walsh transformation To4TadacTaaied OTéma 53,120,123,215
Wolfram generator 481402070 ATéi6daTa 250
work characteristic (of cipher) dadT+ay dadaéoadenoeéa (@edda) 15,318
Ziv-Lempel compression algorithm A&aTOR0T fieeadey aai 100 Ceaa-EaiTasa 268
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oadier fa aonneTT ycheéa oadier TaafaeeéneTi ychéa fiodafeda
2-aae-+aneay fiéTee 1O 2-adic complexity 236
2-aaé+aneed +enea 2-adic numbers 210
2-aae+aneeé daciad 2-adic span 65,211,236
2-336+anéTa cla+afea (dadenoda) 2-adic value (of aregister) 210,232
AGATOMOAT T20ET1a6UTTE AacTIaniThoe NA  National Security Agency (NSA) 34,132
adatadTaa 1adoeda Hadamard matrix 54,143
A33Ta0TAT ToTecadadnes Hadamard product 60
adaroeaire agaroeot adaptive algorithm 211,237
a3aeoeai(ié aafasaoTo additive generator 180,255
aaaeéoeainé anoanoaai raé TToT=10é €63 additive natural stream cipher 297
Aé-Ae-Y1i, 6edia IBM 160,263
aBadadae+aneay Imotasiray 61o1a (AT0) algebraic normal form (ANF) 54,142
aeadadae+anéay fodrafi ooTecee algebraic degree (of a function) 122,142
a8aToe0l RSA RSA (algorithm) 322
aBaToR0T AAl-Taa Ben-Or algorithm 28
aBaToeoT Adogdeaiva- Iyhne Berlekamp-Massey algorithm 26,44
aedmoeot 4éT+11ar seboraaiey DES DES (Data Encryption Standard) 2,173
agaToeoT TaoaTiTeena Metropolis algorithm 303
A6ATOR0T TATTAOAAN0AAT TTAT ATT0AA0NM0AGY direct matching algorithm 197
A&aTOR0T fieeadey Aai 100 Ceaa-EaiTasa Ziv-Lempel compression algorithm 268
36310801 Oywedtaaiey MD5 MDS5 (hash-algorithm) 264
aédroeoi dywéoraaiey SHA Secure Hash Algorithm (SHA) 265,277
26310801 @E0dTaaley Fish Fish (agorithm) 180

ArTaTéfeTa0ey e Taé1Té TTNEaaTaa0deuiTé

fiodite (AETN)

linear sequential circuit approximation
(LSCA)

192,201,224,300

-~ 20

afet1a00é+10é zé6d asymmetric cipher 2
aneidoTiidé @édo asynchronous cipher 8

a0aéa "anoda+a TThadaaed” meet-in-the-middle attack 104,259,290
a0aéa "dacadeyé-e-anésnaaé" divide-and-conquer attack 80,85

acaéa anodaeaaieai embedding attack 196

a0aéa Tadare+ai a1l anodacaareai constrained embedding attack 191

acaéa fi ecaanoTaT ToédtoaT 03énoTl known-plaintext attack 1

a0aéa fi ecadfo Tl @e0d0aenoTT known-ciphertext attack 1

acaéa fi TTaTadar a1 1708800071 048R0TT chosen-plaintext attack 1
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a0aéa i TTaTadaf 1a1 @€063036M0TT chosen-ciphertext attack 1

a0aéa oTeueT 1T @e0d0aénod ciphertext-only attack 1
aboeiiay 66ieoey affine function 122,143
aacTadé 1 TTarT+ear base polynomial 272
AacONETalT noTééay @eddiencdia unconditionally secure cryptosystem 12
4afo-ToTadazaied bent mapping 133
AAT0-TTRGAATAA0AEUTTROU bent sequence 144
4a10-05Tééa (ATaddd0ea) bent triple 137

bent function

109,120,129, 132,144

4é1+10é 2é60d block cipher 2,141
a0noday eTo6aey0eTi Tay avaéa fast correlation attack 81,86
a0noday Tasacaasocea fast resetting 97
438070 eTeoeacecanee initialization vector 293
A30TYOTTROTTa BARNOTY T84 TAdaTe+aT I TaT probabilistic constrained edit distance 191
ddaacoedTaaTey (ADTD) (PCED)

aadTyoTTrol caiai substitution probability 199

Hamming weight

52,79,89,123,143

a00TeAaT1Ta Ta+a8iTTa carTéTares degenerate initial loading 234
331adaoTe "1/p" 1/p generator 252
3314062070 [d,K]-faiTona+aiey [d,K]-self-decimation generator 161
331402070 BRM (14341 iTeaiey aaTe+i00 fiodraidé)  BRM-generator (Binary Rate Multiplier) 156
331402010 |A IA (generator) 280
331402010 IBAA IBAA (generator) 281
331482070 ISAAC ISAAC (generator) 280
331462076 RSA RSA generator 326
441404070 Agpia- I eéage Blum-Micali generator 324
4841402070 ATéi6daT1a Wolfram generator 250
337402078 da110 keystream generator 3
3374020718 da110 running key generator 3
441402070 A4064 Geffe generator 81,245
481402070 AeO6OTAAA Gifford generator 256
347302070 Axdiiefania Jennings generator 247
331402076 é4aadaoe+T1006 a0+a0Ta quadratic residue generator 327
3374020TO TaéneTaéuTTAT TadeTaa maximal period generator 16
441302070 Taei-ada-@ada step-once-twice generator 156
347302070 Teanna Pless generator 81,246
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aa ié(éé(‘ﬁé '|;ﬁéééTﬁéé+aé iné pseudo-random sequence generator 3
ITeadTaacdenimnoe

4a748a0T0 fi Tada1aeapuieiny sadil alternating step generator 158
331402070 NéaeysTTaT Tadal ITeafey inner product generator 249
331402010 AOTT-aTad034 stop-and-go generator 156
441302010 Daieda Shamir's generator 322
441302070 D 1T16da Schnorr generator 13
33Ta0e+anéeé agaraeoi genetic algorithm 302,306
33TT1a08e+-aneay TTREAATAA0AEUTTRO geometric sequence 50,79
46TT0dca T 1adacdameiTiioe intractability hypothesis 319
Ad403a AA, e3eT0TORITA Gretag AG 2,86
aave+fay rotecaraiay binary derivative 262
4aTe+T0é fe11a00e+10¢ éaiaé (ANE) binary symmetric channel (BSC) 84,94
43044t 00OeENTa suffix tree 64,66
4606040a108acIT0Eé édeToTaTaces differentia cryptanalysis 297
aTTonATed E4066TO0MA K erckhoffs assumption 1
D-Td3Tadagtaanea D-transform 225
caracataaprieé 3a1adaoTd OeatTias+e lagged Fibonacci generator 180
£a3a8UTT NoTéeay weddiencdia idedlly secure cryptosystem 512,15
efadoneTifay acaéa inverse attack 113
eTOTOT1a0eTiTTa 11 Taaf0aT information set 103
eT10To1a0eTI T0é 20T information vector 91
efoToe-aneay daaT+ay 6adacoddenoeéa historical work characteristic (of cipher) 15
(22633)

©030a0ETT TT-A45Ty0TTROTTA A46TaedTaaTed iterative probabilistic decoding 94
ganéaa m-TTnéaaTaanacliTnoaé m-sequence cascade 159
ganéaaraé 4arasaoto cascade generator 154,159,163
gaagoace~10e oaciad quadratic span 64
8630T+-10é aa0T1a0 cellular automaton 250
6Ta Oyiiera Hamming code 91
aT14eTedoplieé 4a1a8a0Ts, -- 6caé combination generator, combiner 69,77
eTTA00yT0T0é 32740207 congruential generator 20
8TTfaE0 14TAAY 638T0TORAT1A R® Security Engineering R3 Security Engineering 4
éTihagoeiaraay €0eToT6ed1a Counterpane Systems Counterpane Systems 279
ETO0AEYOSTT Tay avaéa correlation attack 80,84
ATO0ACYORTTIT-@1 101 Tay 601808y correlation immune function 119,122
ETy006e06eaT0 6T88aey0ee correlation coefficient 127
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ETy00e06e4aT0 Tadana+arey intersection coefficient 114
E3eToT AA, 83&T0TOd14 Crypto AG 2,4,50
838TOTA84TAe01 GOAL GOAL (agorithm) 277
€0eroTaedanroeot Khufu (4€r1+iae) Khufu 264
832TOTa83T3801 ORY X ORY X (algorithm) 278
838TOTa84TA801 PIKE PIKE (algorithm) 276
BOETOTAEATOR0T RC2 (46T 1016) RC2 (agorithm) 260
80ET0Ta8aTe01 RCA RC4 (agorithm) 260
BOETOTAeATOR0T SEAL SEAL (algorithm) 263
838TOTA84Te0T WAKE WAKE (algorithm) 275
BOETOTAEATOR0T A5 A5 (agorithm) 257
éoeroTaiagéeg cryptoanaysis 1
éoeroTadaiia cryptogram 1
€0eroTacadey cryptography 1
€0eToTéTaey cryptology 1
gdeoaseé sanraThodararey noaraie k propagation criterion of degree k 121,142
édeoe-anéay aagTyoTTiol @éia critical noise probability 103
gdeoe+aneeé adoaynieény TaToanm critical branching process 259
86TTa6A0TANETA TOTecAdAaTed Kronecker product 143
geTdéiay 0aeodarofay TTREAATAA0A6UTTAOU  linear recurrence sequence 25
geTdéiay ieTe TTNOU (TTREAATAA0ACUTTROR) linear complexity 26,43
géfdéiay 601e6ey linear function 122,143
8eTa6T0¢ 8TTA00yT0T (¢ 441404070 (EEA) linear congruential generator (LCG) 4,16,20
geTaéi0é eseroTaraces linear cryptanalysis 300
geT1aéiaé daciao linear span 26,43
ETeaélTay daiariecavey local randomization 13
Ta0aTa0e+anéeé ToTadal 1 10é Taéao Maple Maple 241
12047 a0e+anééé T8Ta0a1 1 10é Taéao Pari Pari 241
1208&0a ToTa48ée +a0TTioe parity-check matrix 90
Ta0deoa Nesiadnoda-Aaaiada Sylvester-Hadamard matrix 143
100863 OTépa-Asaiada Walsh-Hadamard matrix 143
Tagéiaf éTTa=T0T +eneT1 ATAoTyTéé finite state machine 57
Tageia Oupdeiaa Turing machine 318
Teféiecaoey naTataiteé yiasaee free energy minimisation 97

1 TTAT+64T TOTAd0Ee +40TThoE parity-check polynomial 90

1 TT2AM0AT TTET20861TA0 daciT0Aé positive difference set 115
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1 1T2AM04T daciTioaé difference set 132
"TTOITa TATTOACTATA 321 1e0Taaied” POTP (Power One Time Pad) 319,334
106008 TEA6NTE-33Ta0a0T multiplexer generator 247,290,296
TaT8a86ATT0é a0eéée+anéeé 4030 NETA directed acyclic word graph 64
T3eeTaé ot nonlinearity 143
740281 T1a01Ta 6fd+aied non-uniform decimation 155
Tadaie+aiima danfoTyied Edddi@odéia constrained L evenshtein distance 190
Tarmoagraié aai 1-aénéeino one-time pad 3,13
Tiiefae AA, eseToToedsia Omnisec AG 2,39,317
"Ti-6aéiTaté" aéanoeoi on-line algorithm 65
TOOTaTTaBUTOé €74 orthogonal code 90
T068000€é 0aéfio cleartext 1
T088000€é 0aéfio plaintext 1
TadaaTen "afaé oTeadieé" birthday paradox 259
1404ca360c6a agiToeoia algorithm resetting 96
Tada1ai 104 0T+ée fiudia (833eMioda) variable connections 174
TaBaTTh (TTadacey) carry (operation) 211
140416304183 (TTREAATAA0AEUTTOAE) interlacing 154,160
140874 TTHeaaTaa0aeil imioe period of sequence 25,57
TadeTa 83aenoda period of register 25
1ETOT0E TTéeiTI dense polynomial 33
TTEeiTI TadaoiTé nayce connection polynomia 25
ITéeiTI TadaoiTé nayce feedback polynom 26
TTETTA 11T2AM0AT TTETRE086UTA0 daciTrodé  full positive difference set 114
TTé10é AT 1a0TO, NGT 1a0T0 fi 3 a6Taaie full adder 231
TTEOAANET Ta+Tay TTREAATAA0AGUTTROU semi-infinite sequence 42
TTITéTaifay 661e6ey augmented function 108
TTOTATA0E 447262010 threshold generator 248
TT0Tedapuay 1a00e0a generator matrix 89
TToTedapligé 1 TaT+ear generator polynomial 90
TTNE&aTA0480TTROU Ad AdpeTa De Bruijn sequence 27,50,252
TTREAATAA0GEUTTAOU BagTTR0Aé Ona-+aTey difference decimation sequence 157
TTReaaTAa0880 TTHOU ORATTa++@ Fibonacci sequence 181
TTHEAATAA04EUTTOU OOTé0EE sequence of function 122,143
TTREaATAA0&EUTOE 0410 serial test 38
TTR066200 ATETT4d Golomb postulates 36
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TT048y e To8Tiecanee synchronization loss 292
1T10T+10é edd stream cipher 2
1108 4310-60T868y almost bent function 109
18aéoe-+aneay AoTEéeTRol practical security 15
T83aNGacanael (0ano feaadp IdaT aeoa) predictor (next bit test) 320
10dTadacTaared ATO ANF transformation 55,123
rdatadacraaiea Oréga Walsh transformation 53,120,123,215
ToaTadacTAATed O0dii& Fourier transform 51,175
16ei eoéél'l]é TiTaT+6ai primitive polynom 27
T8TAd08a ~a0TTioe parity check 82
'|'6’|‘ét;éTé" ay 661eoey generating function 225
TOTOAxATTOE TTERTT sparse polynomial 33
TOTHEACAATEA (TTHEAATAR0AEU TTHOAE) interleaving 154,160
TOTAETAT Tay TTAEAATAA04E0 TTROU interleaved sequence 185
1OTATTO0TAaY dadéeda look-up table 339
TOTOGEl EeTaéiTé éTaeiTioe linear complexity profile 56
ThaaaTied+aé ray TTReaaTaacaeuiTod pseudo-random sequence 3
TO-TT634TAA086UTTOU, (TH8aaT-201Tady ...)  pn-sequence, (pseudo-noise ...) 36
dadT-ay dadaéoadenoeéa (@edda) work characteristic (of cipher) 15,318
daalTi1adiT4a ofia+aied uniform decimation 155
BaaTTI1401Ta ONa+aTed (TTNedaTaa0deiiThoe)  regular decimation 155
3aC1 20 (1TTEAATAA0REUTTT0R) span 43
daiariecaoto randomi zer 6,318,329
dafariécedraariaé @edo randomized cipher 318
dafariécedraariné gedo Aedoe Diffie's randomized cipher 330
dataTiecesTaaiiné @edd 1a0dada Maurer's randomized cipher 332
daf6aaté 4a1asaoto knapsack generator 254
BanfoTy e daefnoaaf 1mioe unicity distance 12
danfoTyTed Edddi@odéia Levenshtein distance 193
BanfioTyTed 1a=a0 66Téveyie distance between functions 129
dafifoTyTed Tadaie+ai T1ar ddaadoedtaaiey (DID)  constrained edit distance (CED) 212
danfoTyTed Oyiieraa Hamming distance 86,89,120,143
dandTeadied discrepancy 65
84a46NeTT fay acaéa reversion attack 259
d4aenod Aagoa Galois register 29,32
8aaen00 Naaeaa i 6T1 10088041 Té TadaoiTé switch controlled feedback shift register 270
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6é§§ﬁ9§~ﬁééééé i eeTaéiTé TadaoiTé naycip linear feedback shift register (LFSR) 4,24-34,
(ONETN)

dadénod naeda i TadaaiTiad Tl adexdfeal  clock-controlled shift register 154
8aaenod iaaeaa i TadaoTTé faycip feedback shift-register 25
dadénod faaeda i Tadao iTé fiayeip fi feedback shift-register with carry operation, 209
Tradaceaé 1asditna, DNTNI FCSR

34aefiod naaeda i oiETaral arimeraiedn conditional complementing shift register 287
(BNNOA) (CCSR)

d4aenod OeaTia++e Fibonacci register 29
daeel TadaoiTé fiayce 1o @e0630aénoa cipher feedback mode 8

dane 16T Tecaoey resynchronization 258,292
PNETN-TTHE&4Ta20860 T TR0 L FSR-sequence 27
pyéée ETiae, 80eroToedia Racal Comsec 307
naiThieeiaplieé 4371a0a0To self-shrinking generator 162,184
na1TRE 1601 1eceddp uieény @edd self-synchronizing cipher 7,8,284
NATTOTOAACATEA 4ACATEAT TO TAdA0TTé fiayce feedback clock control 154
naacafnedraaray TTAGAATAa03E0 TR0l balanced sequence 27,143
fidaéatfedraairay 60ieoey balanced function 122,143
NaTATAlTa T0 ToeaTé e10T01a0eTITTa 11-aT  error-free information set 103
fAaTenoaT Ad Adpeia De Bruijn property 27
naéaaoiié éep+ secret key 1
NATaEN0AT TRAAaTREG+aéT (10 O0Te0eé pseudo-random function family 263
fi,ead0é TTéeiT shrunk polynomial 201
feeéTaplieé 42130aoTo shrinking generator 154,160,173
Neiaii AA, 6edia Siemens AG 180
fe11a00e+10é 2edd symmetric cipher 2

AET 0BYOTA Toaeda (a6aTe01) simulated annealing 302

e Ta0&yd1T1a ONOSTENOAT singular device 161
NefooTi10é @edd synchronous cipher 7
nenocata 1TaeeliTé nayce GSM GSM (Group Specia Mobile) 257
néTelcyCIad Tert sliding window 103
nésy1aeas scrambler 9
néTeTROU EAT T4éa-Ceda Lempel-Ziv complexity 64
feTeeTTROU TaéNeTa8uiTaT TToyaéa maximum order complexity 64

fieTe ol Olpde 14a-ETé1 TaToTaa Turing-Kolmogorov complexity 318
Tadd@aifay Taeeiaéiay 661e6ey perfect nonlinear function 120,131
Tadd@al it oTééay @eddiencdla perfectly secure cryptosystem 34,12
Taddaai 10é 427148a0T0 perfect generator 319,321
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ATROTY Te4 (280TT 403) sate 57,231
ATaéodaeiiaé daaedn spectral radius 139
AraoeacecesTaai 10é T8TOANMTO DSP digital signal processor (DSP) 272
noafaado 0aéadTiTé ATOTATE nayce CDPD CDPD 260
foadefioe+aneeé 0ano statistical test 321
fodTafi 6aacaieé deletion rate 197,201
fiodTaeé eaaetineé eseodoeé, NEE strict avalanche criterion, SAC 121,141
Ao Tadiay eTo6aeyoey total correlation 126,127
AOT TA0TO AT AGATCTOT TABATTATT ripple adder 231

o1 1280pLieé ETTaeTed0ptieé 6cag, AT 1a0Td summation combiner 65,128,213,253
nGaTa dac Taiyoe i GaaiTiadTal a4e=aiédl  regular clocking and no memory 69

fiyi TéedTaaT Tay (A0ATET+1ay) TTAEAATAR0AEITTAOU sampled sequence 190
0338063 caiai 0 (S-aTéf) S-box 260,267,274
Oaaéeéoda efioeTiTnioe 6oiTédee truth table of function 122,143
04TAA0&aMeay ROTEETROU theoretical security 14

080 230TETABAEYOEE autocorrelation test 39

0870 T TTA0TOATEY repetition test 41

0afi0 Ta TOeNG0M0ASE ETATY root presence test 73

04M0 Ta TOTOREN & TAETTE NETRTTO linear complexity profile test 57

0afi0 GaATTAddTyOT TR uniformity test 38

0afio fiddeé run test 39

0800 REAA0P LIAAT aeoa (TaaAnéacaadél) next bit test (predictor) 320
0T0a6lTOé TadaaTd exhaustive search 81,162,178
0T+8¢ AlaTa, ToaTad taps 25,174
6Teaddnasuiaé 0ano universal test 39
0152364 TEA 4a8RaTEAT (acoaie adoatat adaenosa)  forward clock control 154
yéanoe+iay 661eoey resilient function 121,150
003ATATEA 1200GA3EY Parseval equation 120
Ond+afead TTheaaTaacaenimoe decimation of sequence 154,190
ORa+aTT0é eTTasoyT0i0Ié 2a1a0a0To truncated congruential generator 20
OeéeTii EderoT, 808T0Tod1a Philips Crypto 55,64,268
OeelodopIeé 3Ta8a0T filter generator 69-77
001608y a30TETOAaEYOEe autocorrelation function 36
061868y Ad Adpeia De Bruijn function 110
007608y 68ThN-ETodaEy0ee cross-correlation function 84,127
00Te0eY 68TAETTE M080R0OBTE linear structure function 131
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00Té0ey fiTToadonoaey fitness function 306
661é6ey foTetTnoe cost function 302
"OaT 464TT" (BORTOTETIAOO0EHRY) Chameleon 283
datoe+aneeé @eod chaotic cipher 319,334
03cdaay 661eoey objective function 302
036TA +efET TAda0 TTé Nayce feedback integer 210,231
Oééeé+aneeé éta cyclic code 90
+afoé+Tay ATalanofay aadTyoTTiod partial joint probability 199
+afoToT(é 040 frequency test 38
DAAETI template 177
" 58l -CaNeaA "ty -cascade 164
2e00 "DeT aat Aeresl” Rip van Winkle cipher 331
2e00d Addiaia Vernam cipher 3,10,13
geddienodia i ToedtotT eep=T1 public key cryptosystem 2
@eddiencdia i NaédaoTal eep+Ti secret key cryptosystem 2
2e008036éfi0 ciphertext 1
2e030P LAY TTHEAATAA0AE0 T 10U keystream 3
BETN (Doaé-eaad0eda T0aae0delfivadiité  GCHQ (Government Communications 259
nayce Adeeétaseoaiee) Head-Quarters)
yaTépoetiiay ToTadaiia evolution program 306
yéagaenoarorta 1 1Teafoat equidistant set 114
yefrTiaioa Haonaiia Mersenne exponent 273
Yéaiai0oeen 0aeiTeTazes, 6&dia Elementrix Technologies 334
[-TTREAATAA0AEH TTTiOU [-sequence 211,240
M-TTAEAATAA0AEU TTROU m-sequence 27,70
e-TatIAT1Ta daiTodadeaiea e-bias distribution 176
yOOAa80 carédaiey lock-in effect 160,163
y+-a4é6a Baaenoda, NOOTaTl éanéasa stage 32,159
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